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To know where we're going, we need to know where we've been
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As we enter 2021, it seems fitting to look back at 2020 related to Office for Civil Rights (OCR) enforcement activity
to take note of any trends and make some educated predictions for 2021. To that end, I went back and took a look
at 2020. As of the date of this writing (late 2020), below are three trends that caught my attention.

Big-dollar settlements/resolutions
There was definitely a continuing trend of big-dollar settlements/resolutions, picking up where 2019 left off. For
purposes of this column, I define “big dollar” as anything more than $1 million. Below is a listing of the notable

cases from 2020.[1]

Covered entity (CE)/Business associate (BA) Penalty amount

Premera Blue Cross (CE) $6.85 million

CHSPSC LLC (BA) $2.3 million

Athens Orthopedic Clinic PA (CE) $1.5 million

Lifespan Health System Affiliated Covered Entity (CE) $1.04 million

Aetna Life Insurance Company (CE) $1 million

Most of the above cases related to a lack of proper Security Rule safeguards, information made available over the
internet, cyberattacks, and misdirecting protected health information.

Right of Access initiative
We saw a continuation of enforcement related to OCR’s Right of Access initiative, announced back in 2019. In
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2020, we saw the number of settlements related to this initiative grow to 12, as of the date of this writing.[2]

COVID-19 guidance
With the emergence of the COVID-19 pandemic, OCR issued new guidance for navigating COVID-19. More
specifically, it issued guidance related to telehealth communications, sharing information with first responders,
community-based testing sites, public health oversight activities, and communications with former COVID-19
patients.

So what does this mean for 2021? I think we will continue to see large-dollar settlements with a continued focus
on Security Rule safeguards. Additionally, I think activity related to the Right of Access initiative will continue;
however, given it has been two years since this initiative was launched, I am wondering whether 2021 will bring
the announcement of a new initiative. Finally, as we continue to fight COVID-19, we may see additional new
guidance, and potentially new settlements/resolution agreements. For example, I feel with our increased use of
telehealth and a remote workforce, these areas seem ripe for a potential breach that we have not encountered yet.
What do you think will happen in 2021?

 
11 “OCR New Releases and Bulletins,” U.S. Department of Health & Human Services, last accessed December 10,
2020, https://bit.ly/3m4ihdG.
22 U.S. Department of Health & Human Services, “OCR Settles Twelfth Investigation in HIPAA Right of Access
Initiative,” news release, November 19, 2020, https://bit.ly/33z53iA.
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