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Capital One fined for inadequate data controls

By Sascha Matuszak

The Office of the Comptroller of the Currency fined Capital One USD 80 million!! for inadequate data controls
leading to a 2019 data breach and for failing to fix the problems in a timely manner. The breach was one of the
largest in history for a big bank, affecting credit card applications and accounts for more than 100 million
customers.

The hack, perpetrated by a former Amazon Web Services employee {2l not only “compromised 106 million credit
card applications—including names, addresses, phone numbers, and dates of birth—[but also] 140,000 Social
Security numbers and 80,000 bank account numbers.”

The most recent fine was ‘“based on the bank’s failure to establish effective risk assessment processes prior to
migrating significant information technology operations to the public cloud environment and the bank’s failure

to correct the deficiencies in a timely manner.” 31

The regulatory body also forced Capital One to sign a consent order requiring the company to provide evidence of
improved controls.

1 Pete Schroeder, “Capital One to pay $80 million fine after data breach,” Reuters, August 6, 2020,
https://reut.rs/3gWfrpj.
2 Sascha Matuszak, “Capital One Financial Corp. suffers massive data breach,” CEP Magazine, October 2019,

https://bit.ly/3KLIHAY.
3 Office of the Comptroller of the Currency, “OCC Assesses $80 Million Civil Money Penalty Against Capital One,”

news release, August 6, 2020, https://bit.ly/3azYVZT.
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