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Albert Einstein-Affiliated Montefiore Settles for $4.75M Over Insider’s Theft of
Patient Info

A 10-year-old breach of patients’ protected health information by a then-employee has cost Montefiore Medical
Center a $4.75 million settlement with the HHS Office for Civil Rights (OCR), which alleged HIPAA violations
occurred when “one of their employees stole the electronic protected health information of 12,517 patients and
sold the information to an identity theft ring.” Montefiore’s website describes it as the “University Hospital and
Academic Medical Center for Albert Einstein College of Medicine.”

According to OCR’s Feb. 6 announcement, in “May 2015, the New York Police Department informed Montefiore
Medical Center that there was evidence of theft of a specific patient’s medical information. The incident
prompted Montefiore Medical Center to conduct an internal investigation.” Montefiore found the theft occurred
from Jan. 1 through June 30, 2013. It notified OCR of the breach on July 22, 2015. The employee “inappropriately
accessed patient account information, including the patient’s name, address, [Social Security number], next of
kin, and health insurance information” from Montefiore’s electronic medical records system, OCR said in
settlement documents. Requirements under the two-year corrective action plan include conducting a security
risk assessment, revising policies and procedures and retraining workers. The payment is the largest since a $5.1
million settlement with Lifetime Healthcare Companies, including its affiliate Excellus Health Plan, in 2021,
which resulted from a breach of 9.3 million individuals’ records. However, since 2019, when the University of
Texas MD Anderson Cancer Center successfully fought OCR’s $4.3 million fine, the agency has routinely reached
settlements that rarely exceed several hundred thousand dollars.

Link to OCR announcement

Link to settlement

This document is only available to subscribers. Please log in or purchase access.

Purchase Login

Copyright © 2024 by Society of Corporate Compliance and Ethics (SCCE) & Health Care Compliance Association (HCCA). No claim to original US
Government works. All rights reserved. Usage is governed under this website’s Terms of Use.

-1-


https://compliancecosmos.org/report-research-compliance-volume-21-number-3-february-22-2024
https://compliancecosmos.org/rrc-e-alerts-february-8-2024
https://www.hhs.gov/about/news/2024/02/06/hhs-office-civil-rights-settles-malicious-insider-cybersecurity-investigation.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/montiefore/index.html
https://www.hcca-info.org/Resources/HCCAPublications/ReportonResearchCompliance.aspx
https://compliancecosmos.org/user/login
https://www.hcca-info.org/terms-use
https://www.hcca-info.org/terms-use

	Report on Research Compliance Volume 21, Number 3. February 22, 2024
	RRC E-Alerts: February 8, 2024
	Albert Einstein-Affiliated Montefiore Settles for $4.75M Over Insider’s Theft of Patient Info
	This document is only available to subscribers. Please log in or purchase access.



