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As Covered Entities Inch Toward Normalcy, Thorny Worker, Patient
Privacy Issues Arise

By Theresa Defino

Being a health care provider in the midst of a pandemic is complicated enough, between offering telehealth
services, perhaps for the first time, and helping workers continue their jobs from home. Such arrangements
present new challenges for HIPAA compliance officials, who worry about ensuring these typically less-than-
secure remote operations and care methods aren’t fodder for increasingly active hackers.

The HHS Office for Civil Rights (OCR) has put in abeyance its enforcement of certain parts of HIPAA, but not the
overall foundation ensuring that, absent patient authorization, the use and disclosure of protected health

information (PHI) is generally limited to treatment, payment and health care operations.[1]

Now that states have begun to lift stay-at-home orders and practices are reopening for less urgent and more
routine and elective services, privacy officials may need to pivot again to help covered entities (CEs) institute
precautions, such as screening, to keep both workers and patients at low risk of exposure to COVID-19—while
maintaining privacy and adherence to laws, regulations and now new edicts on local levels. Business associates
will also have to implement policies and procedures for reopening, and for compliance with HIPAA and their
business associate agreements.

The issues are multiplied for hospitals, doctors and other facilities that are in the dual role of employer/provider,
increasingly common arrangements as more have vertically integrated with their own health plans. These
organizations must comply with different rules that address worker confidentiality, such as the Americans With
Disabilities Act (ADA), enforced by the Equal Employment Opportunity Commission (EEOC).

And that’s not all: In addition to puzzling out legalities of COVID-19 screening, including when and how data
should be kept, HIPAA officials need to be extra alert and act to thwart—and catch—the sometimes irresistible
urge among employees to snoop into patient records, no doubt heightened due to the transmissibility of the
COVID-19 virus.

The situation could seem like “a huge mess,” in the words of Joseph Lazzarotti, a principal in the Berkeley
Heights, New Jersey, office of Jackson Lewis PC, who founded and directs its Privacy, Data and Cybersecurity
Practice Group and is also a part of the firm’s Employee Benefits Practice Group.

“It’s a whole new world…strange times,” concurred Reece Hirsch, a partner with Morgan Lewis in San Francisco,
who co-leads its privacy and cybersecurity practice. But, he added, “the usual privacy issues have not gone away;
they’ve become more important in situations like this.”

“Because it’s a national medical emergency crisis, I think there’s a natural tendency to move fast and maybe be a
little less observant of privacy and security rules,” said Hirsch. “And I think OCR has acknowledged that by
issuing these statements of enforcement discretion.”

On the other hand, “there’s also heightened sensitivity to privacy issues in the workplace where you’re dealing
with this very sensitive information as to whether someone has or hasn’t tested positive for COVID-19,” said
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Hirsch. “It cuts both ways. But it’s important to remember that the HIPAA rules still apply, and the enforcement
discretion that’s been articulated is pretty limited in scope and applies very specifically to certain standards
during a certain time frame.”

Hirsch’s recommendation: “The best rule is for covered entities to continue to apply all of the HIPAA standards
unless it’s just not practical to do so given the circumstances of the crisis.”

Match Safeguards to Actual Risks
Since February, OCR has issued FAQs, guidance documents and other information regarding disclosure to first
responders; expanded the authority of business associates to disclose information; and enumerated provisions in
the privacy rule that may be skipped without fear of enforcement.

But one area it hasn’t touched thus far—and where Hirsch said guidance could be useful—is the overlapping
roles of employer and CE.

Perhaps the preeminent issue CEs are facing as they try to get back to normal is that of screening both workers
and patients for COVID-19 infection or exposure, and what is allowed and what isn’t. Further, they need to know
if they are creating PHI or not, and how the information must be stored.

An additional consideration is how much information the employer/CE might be able to share with workers
about those who may have tested positive.

The Centers for Disease Control and Prevention (CDC) has been the lead agency in issuing guidelines, both for
screening patients in health care settings and establishing protocols for when workers who test positive or are

suspected of having COVID-19 should return to work.[2]

For example, the CDC points out that “employers are responsible for providing a safe and healthy workplace”
and should create a plan to ensure this is the case. Among the activities to consider is the conduct of “daily in-
person or virtual health checks (e.g., symptoms and/or temperature screening) of employees before they enter
the work site.”

Policies and precautions should be equal to the particular risks posed by patients and staff, Lazzarotti added. For
example, many health care systems include nursing homes. Because the mortality rate has been so high among
those 65 and older, greater precautions are probably required.

Lazzarotti added that any communication that a CE may express must be “consistent with their purpose or their
intent,” which needs to stem from a clear internal understanding of the screening and reopening plan.
Miscommunication might be unintentional and result because “they just haven’t thought it through.”

Screenings Complicate CE/Employer Role
To begin, it’s good to review the fact that “there’s a big distinction between health information that a health care
provider collects as a HIPAA covered entity and information it collects as an employer,” said Hirsch.
“Information collected in your capacity as an employer is not subject to HIPAA protections and isn’t PHI, so
you’re operating under a different set of rules.”

Hirsch added that “there are areas where the lines cross a little bit. If a health care provider knows that a patient
has tested positive for COVID-19, then that has implications for the workforce. But there are HIPAA public health
exceptions that would allow disclosure to the provider’s employees as necessary to protect health and safety or
avoid an imminent threat.”
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Lazzarotti noted that organizations need to follow state reopening guidelines on screening, which may vary—
and run up against state privacy laws. For example, California has perhaps the strictest laws, with individuals
granted a constitutional right of privacy, “but there’s also a balancing test that determines whether there is a
violation of that.”

EEOC Offers Employers Guidance
Organizations could perhaps “argue that these circumstances warrant measures that you might not otherwise
take that might offend an employee or a customer’s reasonable expectation of privacy,” Lazzarotti said.

In early May, EEOC issued guidance on the Americans with Disabilities Act (ADA) and the pandemic.[3] It said, for
example, that when an employee calls in sick, the employer legally may “ask such employees if they are
experiencing symptoms of the pandemic virus. For COVID-19, these include symptoms such as fever, chills,
cough, shortness of breath, or sore throat.”

The agency said employers may take a worker’s temperature but that doing so is considered part of a medical
exam, and results must remain confidential.

In general, the ADA “requires that any mandatory medical test of employees be ‘job related and consistent with
business necessity.’ Applying this standard to the current circumstances of the COVID-19 pandemic, employers
may take steps to determine if employees entering the workplace have COVID-19 because an individual with the
virus will pose a direct threat to the health of others. Therefore an employer may choose to administer COVID-19
testing to employees before they enter the workplace to determine if they have the virus,” EEOC said.

The agency added that employers shall “maintain all information about employee illness as a confidential
medical record in compliance with the ADA.” A confidential medical file under the ADA is not the same thing as a
medical record under HIPAA.

In compliance with the ADA, “a lot of it comes down to whether you, as an employer, are meeting the reasonable
privacy expectations of employees,” a principle that is reflected in common law as well as under certain state
laws, said Lazzarotti.

Lazzarotti said he is getting calls from clients who are “in the weeds,” expressing their desire to begin screening
for COVID-19 before reopening. “We want to test, we want to use this device, we want to use this app to screen. Is
this okay? We’re going to do antibody testing. And is that okay?” are among the questions he hears. “I find
myself saying, ‘Okay, you can talk about that, but let’s back up a little bit,’” Lazzarotti added.

Before moving forward, he recommends close examination of the purpose of the screening and then the
development of an approach that considers a number of factors. To help guide their thinking, Lazzarotti
recommends employers ponder these questions:

What kind of screening or testing will be used?

Will workers, patients, visitors and vendors be screened?

Does the workers’ union have to be consulted?

How will the screening be performed: self-screening, screening by another employee or screening by a
device such as a thermal camera kiosk?

If devices, wearables and/or apps are used, are their capabilities fully understood and are they configured
properly?
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Can distancing, sanitization, etc., be accommodated?

Where will the screening results go? How will the data be shared, if at all?

How will data be stored and for how long?

Will third parties be involved, and what arrangements are needed with such vendors?

Will the program continue past the pandemic?

The answers will “shape the analysis around privacy, practicality and other issues,” said Lazzarotti, as
employers and CEs put their back-to-work plans together.

Workers Could Use an App
The concept that employee records are to be kept private begs the question about how to conduct screening of
employees without individuals nearby learning of the results. As Lazzarotti explained, “If an employee comes in
and gets screened, that’s a medical examination in the eyes of the ADA. If that employee doesn’t pass that
screening and if they’re on a line of other employees and they turn around and go back out because they can’t be
admitted, employees on the line are going to have a good sense of the reason why.”

One way around this is to keep workers separated, to the extent feasible, said Lazzarotti, and CEs should ensure
that tests aren’t conducted in a small area. Screenings could be done in a parking lot outside an office or facility.
One employer was considering conducting tests near a time clock in a worker break room, an idea Lazzarotti
thought might be problematic.

Employees in potentially close quarters are “more likely to learn about the screening results of the employees
they supervise,” said Lazzarotti, adding that, “because time clocks tend to be inside the facility, the goal of
minimizing spread of COVID-19 may be frustrated.”

Don’t Collect More Info Than Needed
Alternatively, employers are also requesting that workers to use an app they can put on their phones that simply
asks screening questions, which gives workers something of a pass/fail result they communicate to the employer.

Procedures need to be tailored and adapted to each practice and situation, Lazzarotti said. Those with a lot of
employees or seeing a lot of patients “may need a different approach” than performing an individual
temperature check, for example. With “a lot of clients, I’m talking through using thermal cameras,” he said. But
Lazzarotti warned that some of these cameras may have facial recognition capabilities—these should be
disabled, in his view.

The use of facial recognition “could pose additional compliance and litigation risks for employers, particularly in
states like Illinois,” he said.

Hirsch acknowledge there are “questions around record retention requirements,” but he added that if the testing
is not conducted by licensed providers, “there is not usually an affirmative requirement that those records be
maintained.”

Still, as an employer, “you want to retain them as necessary to support the employment-related decisions that
you’re making, but they may not be subject to the same medical record retention requirements that providers are
accustomed to,” Hirsch said.
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‘Maximize Patient Privacy’
When it comes to screening patients, do the same principles apply? Perhaps, even if now it may be HIPAA versus
the ADA that’s the guiding law.

CDC also addressed health care organizations, stating that they should “limit points of entry and manage visitors
[and] screen everyone entering the facility for COVID-19 symptoms…regardless of symptoms.”

The agency also recommended setting up “separate, well-ventilated triage areas [and placing] patients with
suspected or confirmed COVID-19 in private rooms with the door closed and with private bathrooms (as
possible).”

Hirsch noted there is a downside to practices that might try to do screening in waiting rooms. This “is something
that needs to be handled very carefully, because if other patients get the impression that someone has tested
positive or has indicators of COVID-19, they’re going to treat that person differently,” said Hirsch.

“The layout and the circumstances that a particular office is dealing with are going to vary,” Hirsch noted.
Regardless, “you should thoughtfully approach those issues in a way to maximize patient privacy. It’s different
than having your name called out in the waiting room for an appointment. That’s a pretty low level of incidental
disclosure, which HIPAA permits. But [unintentionally] exposing information to suggest a COVID-19 diagnosis is
another matter.”

When it comes to both employees and workers, CEs will have to make decisions about how they share
information about those who may have COVID-19.

Lazzarotti offered this example: “If a hospital or healthcare provider discovered one of its employees treated at
that hospital has COVID-19, you can’t turn around and then tell all the other employees, ‘Hey, Sally has COVID.’
You can say, ‘You were exposed. You may have been exposed because one of the employees who works in the
same department as you has tested positive.’”

Similarly, a staffing company could disclose to a physician group, hospital or other facility that a worker had
COVID-19, he said.

Sharing a Name May Be a ‘No-No’
If a patient seems to have COVID-19, HIPAA still applies, said Hirsch, adding that “the minimum necessary rule
remains important. That information could be shared to the extent it is necessary to protect the safety of
employees who are dealing with that patient. But to share the information more broadly could be inappropriate
and a violation of minimum necessary.”

Asked whether the provider can reveal the worker or patient’s name, Hirsch said there is “no one right answer to
that; it’s a fact-specific analysis.”

An employer may be able to “identify the department or the area of risk, so as to provide the other members of
the workforce with enough information to assess whether they have been exposed without stigmatizing a
particular employee,” he said.

But, added Hirsch, “sometimes it’s difficult, because if you’re identifying a department and there’s only one
employee that works in that department, you are effectively pointing the finger” at one person.

Nip Snooping in the Bud
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Aside from questions of testing and screening raising new privacy and security questions, the spread of COVID-
19 brings with it age-old HIPAA problems, including snooping by workers into patient files and into their
coworkers’ records.

This is “absolutely going to happen,” said Lazzarotti, and CEs need to respond appropriately. A worker might
have been checking on a family member or friend, perhaps with the best intentions, but this could mean
termination if the CE “has a zero tolerance policy” versus a “graduated disciplinary approach,” Lazzarotti said.

He points out that when such a breach does occur, the CE is required to notify the affected patient, per the OCR
breach notification regulation, and to include the incident in reports to OCR.

A compliance official who wanted to be proactive about catching snooping could run an audit on all COVID-19
tests and diagnoses to review who accessed patients’ records—and determine whether the access was
appropriate or not.

CEs should take the opportunity to “remind workforce members that this is not permitted and that there are
consequences,” said Lazzarotti.

Hirsch agreed. “This is a situation where there’s a great possibility for medical records snooping, for
inappropriate access to medical records. We see this a lot with public figures, but I think there is going to be a
great deal of interest among hospital personnel as to whether another employee has tested positive, or a member
of the community or an ex-spouse…there’s just going to be a great deal of interest in COVID-19 status.”

But he added that “the rules need to be enforced. Even though there’s some flexibility that OCR has indicated in
various areas, that does not extend to snooping in medical records.”

Contact Lazzarotti at joseph.lazzarotti@jacksonlewis.com and Hirsch at reece.hirsch@morganlewis.com.

 
1 Office for Civil Rights, “HIPAA and COVID-19,” HHS, last reviewed June 9, 2020, https://bit.ly/2WJvk9G.
2 “COVID-19 Employer Information for Office Buildings,” Centers for Disease Control and Prevention, last
reviewed May 27, 2020, https://bit.ly/3eYJAml.
3 “What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other EEO Laws,” U.S. Equal
Employment Opportunity Commission, updated May 7, 2020, https://bit.ly/2MzhQc1.
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