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What healthcare entities need to know about search warrants

by Jonathan A. Porter, Jeff Jensen, and Gregg N. Sofer

A few years back, following a sad occurrence in which a nurse administered incorrect medication that killed a
patient, state investigators descended upon a prominent academic medical center armed with a search warrant.
Law enforcement showing up with a search warrant and taking health records was not something this medical
center saw coming, as surely law enforcement raids were reserved for shady medical practices and not
prestigious health systems tied to top-ranked universities. Right?

In recent years, federal agents have executed search warrants at many healthcare facilities, including

hospitals,[1] physician groups,[2] dental groups,[3] pharmacies,[4] laboratories,[5] medical equipment

companies,[6] hospices,[7] nursing homes,[8] and even the offices of a managed care plan.[9] State and local

investigators have done the same.[10] Search warrants are not just for shady pill- mill-doctors and fly-by-night
kickback schemers; they are increasingly for legitimate, compliant providers of all types. Warrants that allow the

search of healthcare facilities are being granted for the acts of rogue employees[11] and the acts of patients.[12] So
if your healthcare entity has employees or patients, you need a plan because even a basic plan—on how to
communicate with the agents, what privileges to assert over medical records, whether to speak to employees and
how to address any media fallout—is going to help in a crisis. And a company’s response to a search warrant
could alter the outcome of the government’s investigation.

This article provides the basics of what healthcare entities need to know about search warrants.

Understand the basics
Why is law enforcement allowed to take your documents? Because a law enforcement officer previously went
before a judge and presented sufficient information to allow the judge to conclude that certain documents
probably contain evidence of a crime. Upon such a finding, the judge will issue a search warrant, which describes
exactly what law enforcement is allowed to search and seize. This process occurs in secret. The target isn’t
entitled to advance notice of the search and cannot halt the search to present a defense to the judge. Impeding or
obstructing a lawful search carries the risk of a criminal conviction and other headaches.
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In cases where the healthcare entity or its senior leaders are the targets of the investigation, the search warrant is
likely a culmination of significant covert investigative activity, a signal that the covert investigation has reached
critical mass and is ready to proceed to the next steps. In other cases—like if an employee is committing crimes
on employer property or a patient commits crimes using the healthcare entity’s server—then a search may be a
less-critical event. The key to distinguishing between the two is reviewing the warrant for clues. (See Step three.)

Federal search warrants almost always come in four parts, but you will only have immediate access to three of
them. Unless a judge orders otherwise, you will be provided by the law enforcement officer executing the search:
(1) the warrant itself, usually on Form AO 93; (2) an identification of the person or property to be searched,
usually on Attachment A to the warrant; and (3) an identification of the person or property to be seized from the
location being searched, usually on Attachment B to the warrant. These three things are required by law to ensure
that the search has lawful bounds.

The fourth part of a federal search warrant is something you are not likely to have access to immediately (or
potentially ever). That is the agent’s search warrant application and accompanying affidavit. Federal agents
commonly provide requisite allegations to support probable cause in signed affidavits given to a judge. This
signed document is often kept under seal during the search. Do not be surprised if you do not receive a copy of
the affidavit during the search; the affidavit exists to convince a judge that probable cause exists to conduct the
search, not to convince you that probable cause exists.

A fifth part of the search warrant will be created after the search. That is a receipt describing the seized property
as part of the search.

What to do
The following are some suggested steps to take when you find yourself in the unfortunate scenario of undergoing
a search. The best practice is to adapt these into a formal plan (as discussed below in the “How to prepare”
section) based on your individual situation and applicable state-level privileges that may apply.

Step one: Contact designated individuals, including outside counselStep one: Contact designated individuals, including outside counsel

Depending on the size and structure of your entity, pick a few individuals to be contacted in case of a search and
coordinate the process. This should include (1) counsel, (2) a corporate officer, and (3) the individual in charge of
records. Having at least one person on-site to coordinate is critical. It is vital for this step to include outside
counsel, which you should hopefully have lined up in advance. This is because, in every state, there is a rule
against contact with represented parties. Outside counsel should act quickly to alert the lead agent and
prosecutor of the representation, which shields your organization and its current employees from interviews
that agents often attempt while executing the search warrant. Outside counsel does not need to be on-site to
communicate the representation. The best setup is to have a designated on-site employee ready to lead efforts
in-person, and outside counsel coordinating with that person and U.S. Department of Justice (DOJ) attorneys
from afar.

Step two: Manage employeesStep two: Manage employees

Few things evoke excitement at the workplace like federal agents showing up with a warrant. Rumors will quickly
spread about why federal agents are there, which becomes problematic when agents begin attempting to speak to
employees present during the search. When the search comes out of a covert investigation, and no representation
exists for that matter, such employee interviews are fair game. But the healthcare entity can still have a plan to
limit the damage of these interviews by (1) obtaining counsel to represent it for the purposes of the investigation,
(2) attaining pool counsel to represent former employees, and (3) ensuring employees know that they (a) are not
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required to speak with the agents, (b) could have their text messages and emails from the day of the search
warrant handed over to the government, and (c) could face consequences if they make false statements to the
agents. It could be proper to ask the agents to allow the company to line up attorneys for employees wishing to
talk with the agents to make sure the employees’ rights are protected.

Step three: Review the warrantStep three: Review the warrant

If counsel is on-site, counsel should ask for an opportunity to review the warrant. If counsel is off-site, ask to
take a picture of the warrant and email it to counsel. If law enforcement officials executing the warrant are
unaccustomed to healthcare, politely explain that patient health law requires ensuring the validity of the legal
process before turning over documents. Once counsel starts reviewing the warrant, take note of a few things:

The warrant itself is signed in the space left for the judge’s signature.

The warrant gives a time window for execution. Make sure the search is occurring within the authorized
time frame. If the time frame has expired, politely point that out to the law enforcement officer
spearheading the search. If law enforcement proceeds with the search anyway, document the problem and
that you gave notice of the problem.

On Attachment A, note the property to be searched. The property description could be broad (e.g., an entire
property) or narrow (e.g., a specific physician’s office or a specific filing cabinet). If the search exceeds the
contours of Attachment A, politely point that out to law enforcement and document what is being taken
from locations beyond what is described in Attachment A.

On Attachment B, note the property to be seized. This guides what things law enforcement can seize. It is
usually drafted broadly, but this is your best indicator of what the agents are investigating. Attachment B
typically lists specific things, like servers, patient records, or personnel files, to meet specificity
requirements. Again, if the search exceeds the scope, bring your concern to law enforcement’s attention,
and then note your concern.

Note any statutes listed in the warrant or attachments. Sometimes statutes believed to be violated appear
on the warrant itself. Other times, statutes are on Attachment B. Some courts may not require statutes to
be listed on the warrant or attachments. But these statutes will give you an idea of the conduct being
investigated. For example, a warrant listing 18 U.S.C. § 1347 means the investigation is healthcare fraud,
and a warrant listing 42 U.S.C. § 1320a-7b means the investigation is into kickbacks. A warrant listing a
Title 21 offense could mean the investigation centers on drug diversion or improper opioid prescriptions.
But a warrant listing a statute unrelated to healthcare could mean that an employee or patient is the target.

Step four: Identify privileged documentsStep four: Identify privileged documents

This is why preparing for a search must be done in advance: if you’re Googling applicable privileges as agents
carry out boxes, you may be too late. There are several potential privileges that may apply to healthcare
providers, but a key privilege to be on top of is attorney–client privilege. This is because DOJ policy requires
agents to adopt special protocols when they know their search involves potential attorney–client privileged

materials.[13] At that point, the investigators should establish a “taint team” separate from the investigation
team to review potentially privileged materials. But these protocols do not go in place until the agents learn of
potentially privileged materials, so alerting agents as to privilege is critical. Otherwise, agents will have full run
of privileged materials until they learn of privilege one way or another, and a court could even find that any

privilege was waived.[14]
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Other privileges besides the attorney–client privilege may apply to a healthcare entity’s records. Some privileges
turn on their recognized existence under state law, so it is vital to flesh out these potential privileges beforehand.
Potential privileges in the healthcare setting, depending on the nature of the privilege, the state in which the
privilege-holder is based, and whether the matter is in federal or state court, include:

An academic research privilege,[15]

A medical peer review privilege,[16] and

The work–product doctrine.[17]

Neither the physician–patient privilege[18] nor HIPAA[19] are grounds for refusing to turn over documents in
federal investigations, despite some belief in the medical community to the contrary.

It is critical to know where potentially privileged documents are housed so that if agents are carrying off a
particular set of patient files or a particular server, you can alert agents as to potential privilege and preserve

privilege.[20]

Step five: Monitor all agents and memorialize concernsStep five: Monitor all agents and memorialize concerns

As discussed in Step three, there are important limits to what federal agents are allowed to search and what they
are allowed to seize. If agents start searching something they are not authorized to search, start taking
documents they are not authorized to take, or start taking documents regardless of being told about privilege
despite no presence of taint agents, then it could be crucial later that those acts are memorialized by those tasked
with monitoring the search. You will also want to compare your own list of seized property against the list the
agents will leave with you at the end of the search. Also, note which employees the agents sought to interview
and what, if anything, was said by those employees. These notes will ensure that agents accurately record what
employees say and will also help a compliance officer or outside counsel with an independent investigation if one
becomes necessary.

Step six: Think about how to maintain business operationsStep six: Think about how to maintain business operations

Agents walking out with all servers and devices could be a problem for a physician group, health system, or other
medical providers that rely on electronic medical records to treat patients. Work with the lead agents on the
practical implications of their actions with patient safety in mind. To the extent possible, make copies of
operational critical systems, files, and documents. You will want to think about if and when to make an internal
statement to employees as well as another statement to the media. You will also want to start thinking about
potential collateral consequences like whether any provisions of a debt covenant have been triggered.

How to prepare for all of this
Make a plan. These processes can be implemented now: responding individuals for each site can be identified and
trained; employees can be educated about how their text messages can be obtained by federal agents and
educated about the risks of speaking with federal agents; privileges can be identified; privileged documents can
be located; identifying who needs to be alerted and when they need to be alerted; planning for media responses;
and distinguishing provisions that may apply in debt covenants. Lastly, you can select the attorney to help with
this plan and deal with the investigation to follow now.

Very few healthcare providers think they will see the day when federal agents come through their doors.
However, it occurs more frequently than you might imagine, and now more often than ever. A proactive plan will
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be worth the time and money you invest in it.

Takeaways
Search warrants executed on the premises of healthcare entities are no longer just for shady medical
practices. There is a definite uptick in search warrants happening at all types of healthcare locations.

Getting searched without a plan could have major ramifications. Unknowing employees could create more
problems, and the agents could take documents they are not entitled to.

Healthcare entities can plan for search warrants by taking a few critical steps, like identifying and training
an on-site point person to interface with the agents.

Healthcare entities can also start identifying potential privileges that apply to sets of documents and
noting the location of those documents for use in the event of a search warrant.

Healthcare entities can also plan now by retaining an experienced attorney who can handle search warrant
preparations and planning and who can carry out the plan if a search warrant ever happens.
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