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As your organization’s HIPAA privacy and security officer, you cited a report by
Cybersecurity Ventures stating a business is expected to fall victim to a ransomware attack

every 11 seconds.[1] Cyberattacks occurs when malicious software is used to restrict access to
a computer system or data until the victim pays ransom requested by the criminal. You have
provided the board with the Office for Civil Rights (OCR) cybersecurity ransomware guidance material published

July 11, 2016,[2] and have discussed how to lower risks of a cyberattack.

Most corporate boards have discussed hacking and its aftermath as part of meeting agendas according to the Q2

2021 CNBC Global CFO Council survey.[3]

The recent OCR Privacy List letter[4] reminds organizations to promptly report any cybersecurity incidents to the
Federal Bureau of Investigation (FBI). The FBI officially recommends that organizations not give in to ransom

demands[5] but off the record may tell you to pay the ransom if you cannot go without the data. However, there is
no guarantee that criminals will restore the data after receiving payment or that they won’t come back for more.

Cyber insurance also isn’t a guarantee that organizations will get their money back. Restrictions in policies may
restrict reimbursement, particularly if negligence is determined. Ransomware cyber insurance is typically an
add-on to a cyber liability policy. It is important to notify your insurer before paying a ransom; otherwise it may
not be covered.

Hackers like being paid in Bitcoin. Since 2013, criminals have assumed that Bitcoin was anonymous and

untraceable.[6] Bitcoin is the cryptocurrency most popular and accessible, but it is not completely untraceable.
Even though identities can be hidden, at some point Bitcoin will be exchanged for real money. This can only be
done with proof of identity.

Criminals tend to keep the demands low and at an amount an organization is willing to pay quickly. In the second

quarter of 2021, the average ransom payment reported was $136,576.[7] Yet, “seven-figure demands are not
uncommon. Security experts say that even these numbers underestimate the true cost of ransomware attacks,

which have disrupted factories and basic infrastructure and forced businesses to shut down.”[8]

Bitcoin can be purchased through cryptocurrency exchanges, stockbrokers, or even Bitcoin ATMs. Beware of risk:
Bitcoin is speculative and much more unpredictable than traditional investments like stocks, bonds, or mutual
funds.

Be prepared for all circumstances, but in the end, it’s a business decision on whether to pay the ransom.
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