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The U.S. Supreme Court issued a ruling on June 3 focused on the Computer Fraud and Abuse Act (CFAA).[1] The
court held that if a person is granted access to data or a database, they cannot be prosecuted under that law even
if they access the data for a clearly unauthorized purpose.

In the case, a police officer accepted several thousand dollars to use his in-car computer terminal to look up
information on a license plate for an unauthorized person. The court said that once access was granted, it didn’t
matter why the individual accessed the data; it wasn’t a violation of that law.

This decision doesn’t mean that there aren’t other applicable laws. Criminal prosecutions can be based on
bribery, official misconduct, economic espionage, and other state and federal laws that are still in place.
Prohibitions relating to privacy and intellectual property are still in effect.

Regardless of your feelings about this ruling, it is now settled. But as compliance specialists, we have to deal with
the law as it is defined by the court. Clearly, we can’t simply allow every computer user to decide how to use
information or to put a company at risk. So, what should we do now?
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