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Healthcare organizations today face unprecedented challenges managing and protecting their sensitive
electronic information—not only electronic protected health information (ePHI) but other high-value, high-risk
data such as personally identifiable information (PII), payment card industry (PCI), network access credentials,
and financial data. Prior to 2020, cyberattacks had been on a steady year-over-year increase, but in 2020, this
steady increase turned into explosive growth.

Healthcare experienced a more than 9,000% increase in endpoint attacks compared to 2019, which led to

approximately 1 million patient records breached per month.[1] The U.S. Department of Health & Human Services

Office for Civil Rights (OCR) breach data[2] shown in Figure 1 tells a similarly alarming story: in 2020, there were

188 reported breaches of network servers[3] involving 500 or more individuals—a more than 400% increase
compared to 2019 and a more than 200% increase compared to 2017, which was the previous high-water mark
for reported network server breaches. Beyond the typical impacts of these attacks, such as regulatory fines,
sanctions, and mandated corrective action plans, 2020 also saw the first-ever reported loss of life due to a
cyberattack: in September, a German patient died during a ransomware attack when being rerouted to another

healthcare facility to receive care.[4]

Figure 1: Number of breaches and lives affected 2011–2020
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Cybersecurity is not enough
In response to the increase in cyberthreats, healthcare organizations have quite rightly focused on their cyber
defenses: hardening their endpoints (e.g., laptops, mobile devices, and web applications); strengthening their
network access credentials (by introducing two-factor authentication, requiring more frequent password
updates, and removing outdated or expired credentials); and more actively and closely scrutinizing the security
posture of third parties (such as vendors, contractors, and other partners).

Yet, as important as these cybersecurity-focused efforts are, the reality is that no organization can prevent all
breaches; no matter how much time or money is applied to cybersecurity, there will inevitably be breaches.
Regrettably, when it comes to being a victim of a cyberattack, it is a matter of when, not if.

This somber reality means that healthcare organizations, to better address the heightened levels of risk in our
new normal, need to complement their cybersecurity-focused efforts with information governance (IG) efforts
to help them better manage the information (sensitive or otherwise) behind their firewall. When done properly,
IG will help ensure that when the next breach happens—which it will—the attackers will find less sensitive
information to compromise, and the organization affected will have better (and more rapid) visibility into what
information was in fact compromised.

The IG problem in healthcare
Despite the increase in threats to healthcare information seen in 2020, IG has been a challenge to implement in
healthcare (as in most industries) for a long time now. The proliferation of systems, storage locations, and
methods of creating and sharing electronic information across the organization and with third parties has made
governing information difficult. Simply knowing what information is stored where, of what kind, and accessed by
and shared with whom is a significant challenge for most healthcare organizations—let alone managing that
information systematically, consistently, and transparently to comply with organizational policies, contracts,
laws, and regulations.

And the failure to do so brings with it the risk of significant fines and sanctions. According to IBM, the average

overall cost of a healthcare breach was more than $7 million in 2020,[5] while the average OCR fine per health
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record breached in 2019 was $429.[6] Given the number of health records involved per breach in 2020 (as shown

in Figure 2),[7] nearly 30% of the breaches would have surpassed the $7 million figure in fines alone, not
including the other costs associated with a breach, such as cyber-remediation, legal fees, public relations
management, and regulatory compliance management. Although the Fifth Circuit Court of Appeals’ recent

decision in the MD Anderson case[8] offers hope to Health Insurance Portability and Accountability Act covered
entities and business associates in regard to the range of reasonable fines and penalties for breaches, significant
fines and penalties are still possible if not probable.

Figure 2: Breaches by total number of individuals affected

A framework for IG in healthcare
Given the threat landscape for healthcare organizations and the importance of IG as a complement to cyber-
focused efforts to protect sensitive information—and given how challenging IG has been historically for many
healthcare organizations—what is the best way to develop the IG capabilities required to effectively protect a
healthcare organization’s sensitive information?

In our experience, good IG is like getting healthy: the basic principles (sleep, eat right, stay active) are
straightforward, but adopting those principles and living them day in, day out (implementation) is a challenge,
as shown by the spike in gym memberships every January and the steady drop in gym attendance every February.

In order to properly protect ePHI and other high-risk information (as well as pruning it for stale, junk, and
duplicate information), there are three core, best-practice IG principles that are absolutely critical for healthcare
organizations, regardless of size:

1. Keep information only as long as legally or operationally required, then dispose of it;

2. Dispose of information using a policy-driven, repeatable, and consistent process; and

3. Monitor information disposal regularly.

Figure 3: Key questions for good IG
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And as with getting healthy, as straightforward as these core principles seem to be at first glance, living up to
them (i.e., implementing them) can be difficult. Figure 3 presents some of the key questions you need to ask to
determine whether your organization is ready to adopt these core IG principles and better protect your sensitive
information.

Principle one
Your ability to confidently answer the questions related to the first principle and dispose of data after they are
past their legal and operational life relies primarily on knowing what kind of information is stored in each corporate
system. And this knowledge shouldn’t simply be based on what corporate policies or procedures say is the case,
what system or data owners tell you through surveys or interviews, or what other second-hand, top-down
channels convey (as important as they all are for your IG efforts); rather, to get a more direct line of sight on your
information and manage it properly, you need to analyze your information at the file level, assisted by
technology, to provide you with data points to determine (to an acceptable level of certainty) whether that
information is junk, stale, duplicate, sensitive, or risky. A sample process for information identification is shown
in Figure 4.

Figure 4: Example process for information identification

Regardless of the specific process you use to identify your information, once you gain visibility on what kind of
information you have and where, you can begin your efforts to practice good IG.
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Principle two
Management of activities at your organization that are subject to laws, regulations, contracts, or other
obligations should be policy driven, repeatable, and consistent—and IG is no exception. And although the
specific obligations that affect IG will differ from organization to organization in healthcare, they go far beyond
those related narrowly to OCR to include obligations related to the Federal Rules of Civil Procedure, the Food and
Drug Administration, the Occupational Safety and Health Administration, the Federal Trade Commission, state
insurance departments, organizations like the American Medical Association, and specific privacy regulations
(e.g., the California Consumer Privacy Act or the European Union’s General Data Protection Regulation), among
others.

And while it is beyond the scope of this article to present a comprehensive policy framework for healthcare
information management compliance, typically the following structure is a good practice that enables the kind of
policy-driven, repeatable, and auditable processes—for IG or otherwise—we are advocating here:

PolicyPolicy: Contains what an organization will do to meet its obligation(s),

ProcedureProcedure: Contains how an organization will accomplish the “what” in a policy, and

GuidelineGuideline: Contains how an individual will execute the steps in a procedure to accomplish the “what” in a
policy.

Once your organization has these three levels in place for IG, the process for managing information to reduce
risk can be codified in a target operating model (TOM) such as the example shown in Figure 5.

Figure 5: Example target operating model for information disposal

Although in actual practice a TOM for IG at a healthcare organization would be far more complex, the basics are
the same: to enable effective IG, the TOM must indicate how to handle information that:

1. Has no value to the organization (aka “junk data”);

2. Contains ePHI;

3. Contains other sensitive data (e.g., PII, PCI, network credentials, etc.); and
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4. Is stale (e.g., has not been accessed in a certain number of years).

In addition, a TOM for IG must account for, at a minimum, compliance with legal/litigation holds and corporate
record-keeping requirements; beyond that, compliance with other obligations can be included in the TOM at
relevant points in the process (e.g., after determining date last accessed or confirming a legal hold).

Principle three
Once a healthcare organization has implemented an IG program, employees, contractors, and other third parties
need to comply with the program’s requirements, particularly those relating to data retention and disposal. As
with any effective compliance program, monitoring adherence to applicable IG policies, procedures, and
guidelines is essential, not only for demonstrating compliance in response to requests from regulators, courts,
and other authorities, but for enabling better information management by end users and your organization in
general.

To that end, it is critical for a healthcare organization (i.e., its compliance or internal audit department) to
routinely monitor and audit whether the organization is consistently managing its information according to
policy, from creation to disposal, regardless of whether the information is considered junk or stale, on the one
hand, or sensitive (e.g., ePHI, PII, PCI) on the other. And because the goal of monitoring is to enable continuous
improvement, an organization needs to take a long hard look at the results of monitoring to determine the root
cause of deficiencies (e.g., policy or procedure gaps, implementation issues, end-user training), define a
remediation plan to address deficiencies, and then work the plan, monitoring at every step to ensure that
deficiencies are indeed being remediated and IG is improving accordingly.

Conclusion
So, what is the next step in implementing an effective IG program? Begin by asking the following questions:

Do you know how much ePHI (or other sensitive information) is stored on your organization’s network
and how it is being managed?

Do you have technology capabilities to identify and secure ePHI on your organization’s network in a cost-
efficient, sustainable way?

Do you have agreement from key organizational stakeholders on how to manage ePHI that has been
orphaned and abandoned?

Do you have compliance controls in place to enable managing uncontrolled ePHI on your organization’s
network?

Satisfactory resolution of these issues will go a long way toward putting your organization on the right path for
an effective IG program—one that helps you mitigate the risks associated with a security incident or breach.

Takeaways
Become an information governance (IG) resource: Learn all you can not only about the state of IG at your
organization but about the state of IG in industry. What are other healthcare organizations doing? What
does good IG look like according to those who know? What are some key practices and concepts that could
help your organization?

Become an IG evangelist: Share your IG knowledge with your organization to find others who are willing to
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become IG stakeholders and contribute to your efforts.

Get the conversation started: Work to create dialogue and communication among the IG stakeholders at
your organization so that key IG issues are raised and discussed.

Create a community: Find ways (both formal and informal) to build a community of IG stakeholders at your
organization and use that to support IG efforts.

Adopt a vision: Leverage the community of IG stakeholders to articulate a vision for IG at your organization
that will foster more effective management of information to reduce its risk and increase its value.
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