
40 C.F.R. § 3.2000
What are the requirements authorized state, tribe, and local
programs' reporting systems must meet?

(a) Authorized programs that receive electronic documents in lieu of paper to satisfy requirements under such
programs must:

(1) Use an acceptable electronic document receiving system as specified under paragraphs (b) and (c) of this
section; and

(2) Require that any electronic document must bear the valid electronic signature of a signatory if that
signatory would be required under the authorized program to sign the paper document for which the electronic
document substitutes, unless the program has been approved by EPA to accept a handwritten signature on a
separate paper submission. The paper submission must contain references to the electronic document
sufficient for legal certainty that the signature was executed with the intention to certify to, attest to, or agree
to the content of that electronic document.

(b) An electronic document receiving system that receives electronic documents submitted in lieu of paper
documents to satisfy requirements under an authorized program must be able to generate data with
respect to any such electronic document, as needed and in a timely manner, including a copy of record for
the electronic document, sufficient to prove, in private litigation, civil enforcement proceedings, and
criminal proceedings, that:
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