
40 C.F.R. § 16.11
General exemptions.

(a) Systems of records affected. (1) EPA-17 Online Criminal Enforcement Activities Network (OCEAN).

(2) EPA-40 Inspector General Enterprise Management System (IGEMS) Investigative Module.

(3) EPA-63 eDiscovery Enterprise Tool Suite.

(4) EPA-79 NEIC Master Tracking System.

(5) EPA-100 OIG Data Analytics Enterprise.

(b) Authority. Under 5 U.S.C. 552a(j)(2), the head of any Federal agency may by rule exempt any PA system of
records within the agency from certain provisions of the Act, if the system of records is maintained by an
agency or component thereof which performs as its principal function any activity pertaining to the
enforcement of criminal laws and which consists of:

(1) Information compiled for the purpose of identifying individual criminal offenders and alleged offenders and
consisting only of identifying data and notations of arrests, the nature and disposition of criminal charges,
sentencing, confinement, release, and parole and probation status;

(2) Information compiled for the purpose of a criminal investigation, including reports of informants and
investigators, and associated with an identifiable individual; or

(3) Reports identifiable to an individual compiled at any stage of the process of enforcement of the criminal
laws from arrest or indictment through release from supervision.

(c) Qualification for exemption. (1) The Agency's system of records, EPA-17 system of records is maintained by
the Criminal Investigation Division, Office of Criminal Enforcement, Forensics, and Training, a component
of EPA which performs as its principal function activities pertaining to the enforcement of criminal laws.
Authority for the Division's criminal law enforcement activities comes from Powers of Environmental
Protection Agency, 18 U.S.C. 3063; Comprehensive Environmental Response, Compensation and Liability
Act, 42 U.S.C. 9603; Resource Conservation and Recovery Act, 42 U.S.C. 6928; Federal Water Pollution
Control Act, 33 U.S.C. 1319, 1321; Toxic Substances Control Act, 15 U.S.C. 2614, 2615; Clean Air Act, 42 U.S.C.
7413; Federal Insecticide, Fungicide and Rodenticide Act, 7 U.S.C. 136j, 136l; Safe Drinking Water Act, 42
U.S.C. 300h-2, 300i-1; Noise Control Act of 1972, 42 U.S.C. 4912; Emergency Planning and Community
Right-To-Know Act of 1986, 42 U.S.C. 11045; and the Marine Protection, Research, and Sanctuaries Act of
1972, 33 U.S.C. 1415.

(2) The Agency's system of records, EPA-40 is maintained by the Office of Inspector General (OIG), an
independent component of EPA that performs as its principal function activities pertaining to the enforcement
of criminal laws. Authority for the criminal law enforcement activities of the OIG's Office of Investigations is
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the Inspector General Act of 1978, as amended, 5 U.S.C. 401-424.

(3) [Reserved]

(4) The Agency's system of records, EPA-63 system of records is maintained by the Office of Environmental
Information, Office of Enterprise Information Programs, on behalf of the Criminal Investigation Division,
Office of Criminal Enforcement, Forensics, and Training, a component of EPA which performs as its principal
function activities pertaining to the enforcement of criminal laws. Authority for the Division's criminal law
enforcement activities comes from Powers of Environmental Protection Agency, 18 U.S.C. 3063; Comprehensive
Environmental Response, Compensation and Liability Act, 42 U.S.C. 9603; Resource Conservation and Recovery
Act, 42 U.S.C. 6928; Federal Water Pollution Control Act, 33 U.S.C. 1319, 1321; Toxic Substances Control Act, 15
U.S.C. 2614, 2615; Clean Air Act, 42 U.S.C. 7413; Federal Insecticide, Fungicide and Rodenticide Act, 7 U.S.C. 136j,
136l; Safe Drinking Water Act, 42 U.S.C. 300h-2, 300i-1; Noise Control Act of 1972, 42 U.S.C. 4912; Emergency
Planning and Community Right-To-Know Act of 1986, 42 U.S.C. 11045; and the Marine Protection, Research,
and Sanctuaries Act of 1972, 33 U.S.C. 1415.
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