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45 C.F.R. § 2508.10

Who has the responsibility for maintaining adequate technical,
physical, and security safeguards to prevent unauthorized
disclosure or destruction of manual and automatic record systems?

The Chief Executive Officer has the responsibility of maintaining adequate technical, physical, and security
safeguards to prevent unauthorized disclosure or destruction of manual and automatic record systems. These
security safeguards shall apply to all systems in which identifiable personal data are processed or maintained,
including all reports and outputs from such systems that contain identifiable personal information. Such
safeguards must be sufficient to prevent negligent, accidental, or unintentional disclosure, modification or
destruction of any personal records or data, and must furthermore minimize, to the extent practicable, the risk
that skilled technicians or knowledgeable persons could improperly obtain access to modify or destroy such
records or data and shall further insure against such casual entry by unskilled persons without official reasons for
access to such records or data.
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