
45 C.F.R. § 164.310
Physical safeguards.

A covered entity or business associate must, in accordance with § 164.306:

(a)

(1) Standard: Facility access controls. Implement policies and procedures to limit physical access to its electronic
information systems and the facility or facilities in which they are housed, while ensuring that properly
authorized access is allowed.

(2) Implementation specifications:

(i) Contingency operations (Addressable). Establish (and implement as needed) procedures that allow facility
access in support of restoration of lost data under the disaster recovery plan and emergency mode operations
plan in the event of an emergency.
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