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As Benjamin Franklin famously advised, “An ounce of prevention is worth a pound of cure.” Proactive and
thoughtful surveillance of employees’ electronic communications is an effective compliance and risk
management practice that can prevent potential problems. Yet, as employees’ online behavior continues to pose
serious compliance and reputational risks, and as eDiscovery costs resulting from misconduct skyrocket, many
companies outside of the financial industry have not yet implemented this “ounce of prevention” that is effective
to curtail unethical and damaging behavior.

Surveillance in the financial industry
Focused, risk-based surveillance of employees’ electronic communications has become a standard practice in the
financial industry. Surveillance of emails, chats, instant messages, and other electronic communications is not
required by laws or regulations, but nevertheless has been implemented by investment advisers, investment
companies, and broker-dealers. It’s no longer merely a “best practice,” but has become a standard practice to
help prevent the dissemination of material nonpublic information and safeguard against other regulatory
compliance violations.

The mutual fund scandal of 2003–2004 was an important factor in investment advisers’ decisions to initiate
proactive surveillance of employee emails. In one of the high-profile cases prosecuted during that era, the
Securities and Exchange Commission (SEC) filed a complaint against Columbia Management Advisors
(Columbia), alleging unlawful market-timing arrangements with third parties. As part of its case, the SEC relied
on emails between Columbia employees and employees of the funds Columbia advised. In one of the emails from
August 2000, a fund employee complained that the “active trading has increased and it has become unbearable.
There will be long term damage to the fund. Let’s understand that they really are not investors.” Columbia

settled for $220 million, and total industry settlements from similar charges totaled over $3 billion.[1]

In the wake of this scandal, SEC commissioners and staff began to discuss the importance of early detection of
potential misconduct and the need for financial institutions to build strong cultures of compliance generally.
Since that time, surveillance of employees’ electronic communications has become standard practice within the
financial industry, with 92.1% of firms in the financial sector participating in some form of employee

surveillance.[2]

Notable cases where surveillance could have prevented harm
Outside of the financial industry, many firms do not yet conduct proactive email surveillance. However, the
American Bar Association has acknowledged the role of email surveillance in the workplace, indicating that it can
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be “necessary to protect trade secrets, confidential business information, sexual harassment, fraud, theft,

embezzlement, and data breaches.”[3] Moreover, the Electronic Communications Privacy Act (ECPA) provides
that an employer may monitor employees’ electronic communications if the employer has a “legitimate business
purpose” for the monitoring, or if the employer has obtained its employees’ consent.

A review of some high-profile cases in other industries reveals that proactive surveillance could have mitigated
future damages by detecting employee emails containing content that evidenced fraudulent or unethical
behavior.

Merck
In September 2004, Merck & Company, Inc. (Merck), was forced to pull its blockbuster drug Vioxx from the

market due to an increased risk of heart attack and stroke.[4] Internal emails by Merck executives indicate that
they were aware of the cardiovascular risks presented by the drug well before it was released to the public. In
2000, an email from the company’s research chief, Edward Scolnick, indicated that the “CV [cardiovascular]

events are clearly there” and “there is always a hazard.”[5] ,[6] As these and other incriminating emails were

made public, Merck defended more than 27,000 lawsuits, which were settled for $4.85 billion.[7] ,[8]

Volkswagen
German automaker Volkswagen Group (Volkswagen) suffered public embarrassment, loss of public trust, fines,
and penalties resulting from its diesel-emissions cheating scandal, which was uncovered in September 2015. The
Environmental Protection Agency (EPA) filed a civil enforcement case against Volkswagen for violations of the
Clean Air Act when it discovered that approximately 590,000 vehicles were equipped with “defeat devices”

designed to cheat federal emissions tests.[9] Volkswagen officials claimed that they had no knowledge of the
defeat devices, but internal emails indicated that the high-level executives were aware of the unethical practice.
An email from a Volkswagen compliance officer stated “It must first be decided whether we are honest. If we are

not honest, everything stays as it is,” referring to the defeat devices.[10] ,[11]

Additional emails suggested that Volkswagen executives knew of the defeat devices and conspired to conceal
them. The aforementioned compliance officer emailed a colleague discussing how the company could explain the
difference in emissions between EPA testing and street-level testing. In the email, he appears to have been aware
of the ongoing unethical activity. He wrote, “Difference between street and test standard must be explained

(Intent = penalty!)”[12] As a result of the “Dieselgate” scandal, several key Volkswagen employees were
incarcerated, the company incurred more than $30 billion in costs, and it also suffered a loss of trust and

consumer backlash.[13] ,[14]

Takata
A decade ago, auto manufacturers began to recall vehicles containing Takata Corporation (Takata) airbags due to
safety concerns. Under certain conditions, the propellant causing the airbag to inflate would explode when

deployed, causing serious and sometimes fatal injuries.[15] In 2005, a Takata airbag production engineer voiced
concerns in a memorandum to another employee that the testing data was being manipulated and was not being
accurately reported to the end customer. He added, “the data presented…to the customer is a clear

misrepresentation of the facts.”[16] By 2006, the same engineer wrote “Happy Manipulating!!!” in an email

referencing the results of an airbag test.[17] As of December 2017, 20 people had died as a result of injuries caused
by the defective Takata airbags, and approximately 37 million vehicles have been recalled, making it the largest
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automobile recall in US history.[18] ,[19] In the resulting litigation, the corporation was fined $70 million by the
National Highway Traffic Safety Administration (NHTSA), paid a $650 million settlement for various state
lawsuits, and as part of a criminal plea with the Department of Justice, agreed to pay victims $125 million and to

pay $850 million in restitution to automakers.[20] ,[21] As a result, Takata filed for Chapter 11 bankruptcy
protection.

Monsanto
Monsanto, maker of the weed killer Roundup, has been embroiled in litigation resulting from the alleged failure
to adequately warn plaintiffs that certain chemicals in Roundup were carcinogenic to humans. In a 2015 internal
email, Monsanto employees suggested “ghostwriting” scientific articles on the safety of Roundup, wherein

Monsanto employees would write articles and have scientists merely sign their names to the research papers.[22]

The email also suggested that the company had ghostwritten an April 2000 research article.[23] The consolidated
case in federal court is subject to ongoing litigation, but in a California state court case stemming from similar

alleged circumstances, a jury recently awarded the plaintiff $289 million in damages.[24]

In each of the four cases discussed above, proactive surveillance of electronic communications could have
revealed that employees were possibly engaging in fraudulent or unethical behaviors. Early detection of such
activity could have allowed the respective companies to take corrective actions before significant harm was done,
and to mitigate damages.

eDiscovery costs are an additional consideration
Surveillance can help companies foster strong cultures of compliance, and act as a deterrent to employee
misconduct. In the financial industry, proactive surveillance has helped to detect problematic employee
behaviors that could have otherwise resulted in costly litigation, business loss and reputational harm, and
criminal liability. Email surveillance should be an essential component of any company’s risk management and
compliance program, but companies in most industries only review employees’ email communications as a
corrective measure after an adverse event occurs, usually during the discovery process of litigation.

In addition to fines, penalties, and other damages, companies have also incurred substantial legal costs in
defending claims that can result from employee misconduct through electronic communications. Email and
other electronic correspondence has overwhelmingly become the preferred medium for business
communications. As Judge Shira Scheindlin of the U.S. District Court for the Southern District of New York noted,
“as individuals and corporations increasingly do business electronically — using computers to create and store
documents, make deals, and exchange e-mails — the universe of discoverable material has expanded

exponentially.[25] Not surprisingly, the cost of eDiscovery has ballooned. By one estimate, the amount spent by

US corporations on eDiscovery is $40 billion annually.[26] According to the RAND Institute for Civil Justice, a

study of 32 cases found that the total cost per gigabyte reviewed was approximately $18,000.[27]

Conclusion
Unfortunately, as demonstrated by the high-profile cases reviewed above, employees’ problematic emails can
become strong evidence used against their respective companies in the resulting lawsuits. The “ounce of
prevention” provided by proactive surveillance of communications could help prevent litigation by allowing
early detection of unethical and problematic behaviors, such as employee discrimination, harassment, theft of
intellectual property, fraud and financial crimes, and other types of employee misconduct. Left unchecked, such
employee actions can ultimately result in significant damages. In such cases, a “pound of cure” will be exacted in
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the form of eDiscovery costs, legal fees, fines, settlements and verdicts, and reputational harm.

Takeaways
Proactive surveillance of employees’ electronic communications is an effective compliance and risk
management practice that can foster strong cultures of compliance and deter employee misconduct.

Proactive surveillance can help reduce eDiscovery and legal costs, because early detection of messages
evidencing possible fraud or unethical employee behavior can reduce litigation risk.

Archival systems help facilitate efficient monitoring and allow for auto-flagging messages. Thoroughly
research the right system for your organization.

Establish a policy regarding employees’ electronic communications as part of your company’s compliance
program, and consider including a surveillance provision as part of the policy.

Before implementing an electronic communication surveillance policy, determine if there is a “legitimate
business purpose” for the monitoring.
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