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18 U.S. Code § 1030

Fraud and related activity in connection with computers

(Cl) Whoever—

(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by means
of such conduct having obtained information that has been determined by the United States Government
pursuant to an Executive order or statute to require protection against unauthorized disclosure for reasons of
national defense or foreign relations, or any restricted data, as defined in paragraph y. of section 11 of the
Atomic Energy Act of 1954, with reason to believe that such information so obtained could be used to the injury
of the United States, or to the advantage of any foreign nation willfully communicates, delivers, transmits, or
causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause
to be communicated, delivered, or transmitted the same to any person not entitled to receive it, or willfully
retains the same and fails to deliver it to the officer or employee of the United States entitled to receive it;

(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains
(A) information contained in a financial record of a financial institution, or of a card issuer as defined in
section 1602(n) L of title 15, or contained in a file of a consumer reporting agency on a consumer, as such
terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency of the United States; or
(C) information from any protected computer;

(3) intentionally, without authorization to access any nonpublic computer of a department or agency of the
United States, accesses such a computer of that department or agency that is exclusively for the use of the
Government of the United States or, in the case of a computer not exclusively for such use, is used by or for the
Government of the United States and such conduct affects that use by or for the Government of the United
States;

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds
authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value,
unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of
such use is not more than $5,000 in any 1-year period,

(5)

(A) knowingly causes the transmission of a program, information, code, or command, and as a result of such
conduct, intentionally causes damage without authorization, to a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result of such conduct,
recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such conduct,
causes damage and loss.[21

Copyright © 2024 by Society of Corporate Compliance and Ethics (SCCE) & Health Care Compliance Association (HCCA). No claim to original US
Government works. All rights reserved. Usage is governed under this website’s Terms of Use.

-1-


https://compliancecosmos.org/fraud-and-related-activity-connection-computers
https://compliancecosmos.org/#footnotes
https://compliancecosmos.org/#footnotes
https://www.hcca-info.org/terms-use
https://www.hcca-info.org/terms-use

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any password or similar
information through which a computer may be accessed without authorization, if—

(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States; 31
(7) with intent to extort from any person any money or other thing of value, transmits in interstate or foreign
commerce any communication containing any—

(A) threat to cause damage to a protected computer;

(B) threat to obtain information from a protected computer without authorization or in excess of
authorization or to impair the confidentiality of information obtained from a protected computer without
authorization or by exceeding authorized access; or

(C) demand or request for money or other thing of value in relation to damage to a protected computer,
where such damage was caused to facilitate the extortion;

shall be punished as provided in subsection (c) of this section.
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