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15 U.S. Code § 7704

Other protections for users of commercial electronic mail

(a) Requirements for transmission of messages

(1) Prohibition of false or misleading transmission information

It is unlawful for any person to initiate the transmission, to a protected computer, of a commercial electronic
mail message, or a transactional or relationship message, that contains, or is accompanied by, header
information that is materially false or materially misleading. For purposes of this paragraph—

(A) header information that is technically accurate but includes an originating electronic mail address,
domain name, or Internet Protocol address the access to which for purposes of initiating the message was
obtained by means of false or fraudulent pretenses or representations shall be considered materially
misleading;

(B) a “from” line (the line identifying or purporting to identify a person initiating the message) that
accurately identifies any person who initiated the message shall not be considered materially false or
materially misleading; and

(C) header information shall be considered materially misleading if it fails to identify accurately a protected
computer used to initiate the message because the person initiating the message knowingly uses another
protected computer to relay or retransmit the message for purposes of disguising its origin.

(2) Prohibition of deceptive subject headings

It is unlawful for any person to initiate the transmission to a protected computer of a commercial electronic
mail message if such person has actual knowledge, or knowledge fairly implied on the basis of objective
circumstances, that a subject heading of the message would be likely to mislead a recipient, acting
reasonably under the circumstances, about a material fact regarding the contents or subject matter of the
message (consistent with the criteria used in enforcement of section 45 of this title).

(3) Inclusion of return address or comparable mechanism in commercial electronic mail

(A) In general

It is unlawful for any person to initiate the transmission to a protected computer of a commercial electronic
mail message that does not contain a functioning return electronic mail address or other Internet-based
mechanism, clearly and conspicuously displayed, that—

(i) a recipient may use to submit, in a manner specified in the message, a reply electronic mail message
or other form of Internet-based communication requesting not to receive future commercial electronic
mail messages from that sender at the electronic mail address where the message was received; and

(ii) remains capable of receiving such messages or communications for no less than 30 days after the
transmission of the original message.

(B) More detailed options possible

The person initiating a commercial electronic mail message may comply with subparagraph (A)(i) by
providing the recipient a list or menu from which the recipient may choose the specific types of
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commercial electronic mail messages the recipient wants to receive or does not want to receive from the
sender, if the list or menu includes an option under which the recipient may choose not to receive any
commercial electronic mail messages from the sender.

(C) Temporary inability to receive messages or process requests

A return electronic mail address or other mechanism does not fail to satisfy the requirements of
subparagraph (A) if it is unexpectedly and temporarily unable to receive messages or process requests

due to a technical problem beyond the control of the sender if the problem is corrected within a
reasonable time period.
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